NetSHIELD

SECURE YOUR NETWORK FROM THE INSIDE OUT

Cl'itical |nt|‘aNet Security Measurable risk reduction is within reach.

It's your network. Take control of it.

Security spend is increasing but breaches continue to
accelerate. S100B will be spent on cyber security
defense but breach impact expenditures topped 5
$500B in 2015. There is no shortage of solutions but
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something is wrong with today's “Security value chain”.

NetSHIELD delivers a rich feature set of proactive agen-
tless network access control (NAC) and critical intranet
security.

* Proactive intranet security that firewalls and AV solutions do
not address & where 95% of today's breaches occur

* Detect, block and alert on untrusted, unwanted, unknown
access and malicious data exfiltration

« Zero-day malware and phishing attack quarantine
* Mac-spoof detection and TLD blocking

«Comprehensive auditing, vulnerability identification and patch
management

« Compliance reporting (HIPPA, SOX, PCI, FISMA, IS0-27001, etc)

KEY FEATURES

- B N -

Protect Trusted Agentless Proactive Detect and Block Quarantine TLD Blocking Dynamic VLAN
Assets Network & Device  Protection from  Rogue Access  Zero Day threats  for C&C Defense  Assignment &
Protection Phishing & & Remote Access Quarantining
Malware Trojans
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Manage Mobility Find and Fix Automated SIEM Integration Manage Non-inline. High Availability
& Secure BYOD Critical Regulatory with Full Logging Internal Risk Plug Anywhere,

(option) Vulnerabilities Compliance Discover
(CVEs) Audits Everywhere
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NetSHIELD

SECURE YOUR NETWORK FROM THE INSIDE OUT
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Today's cyber security marketplace is full of solutions 5 8180

all promising to address corporate network security.
Unfortunately too often your front door has become
the back door.

) Branch PRO
Take charge of your corporate network(s) with a

highly scalable, affordable and simple to manage net-
work and mobility access control solution. NetSHIELD
can be deployed in minutes to hours, not weeks to
months. Gain control and confident oversight of your
networks, trusted LAN(s), manage compliance
requirements, audit assets, identify vulnerabilities and
defend against mailicious insiders, rogue access, zero
day malware, phishing attacks and data exfiltration.

NANO NANO Branch Enterprise Enterprise Enterprise Enterprise

25 100 PRO 10 100 250 1000
Deployment Time 15 min 30 min 40 min < Thr 1-2 hrs 2-4 hrs 4-8 hrs
Protected Assets per Site 25 100 500 1,000 1,500 2,500 10,000
Ethernet Ports 2 3 3 4 6 8 mix
802.1q VLANSs 15 15 30 45 75 105 200
RAM (GB) 2 2 4 8 16 32 64
Dynamic Block Engine v v v v v v v
MAC & IP Spoof Blocking v v v v v v v
Malware_ and Phishing v v v v v v v
Quarantine
Compliance Enforcement v v v v v v v
Vulnerability Assestment v v v v v v v
Auto Device D|§covery & v v v v v v v
Inventory Alerting
Command Center v v v v
Manageable Sites per 10 100 250 1000

Command Center
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